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Criptomonedas

¢Qué son?, squé las distingue?




Tecnologia para almacenar
informacion

Blockchain 1.0 - Criptomonedas
Blockchain 2.0 - Contratos
Blockchain 3.0 — Aplicacion general

Supuestos en los que operan
Redes publicas
“Anonimato”
“Desintermediacion” - confianza
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¢Como pensar este fenémeno?

Bitcoin

Soporte digital utilizando
en una blockchain como
moneda mediante el
programa Bitcoin

Camion - Marca x

Medio de transporte para
trasladar cargas marca x




Complejidad

Criptografia - Descentralizacion




Anonimato -
Privacidad

Mas privacidad

Truegue
Donacién caridad

<

Mas anonimato

Menos anonimato
Tarjeta de crédito/débito

Bitcoin

Donacion Teleton

Menos privacidad




Criptografia

Componente inevitable del desarrollo
tecnoldgico

Diseno vulnerable o “llave dorada”
Derechos Humanos
Por complejidad/Seguridad
informatica

Chile

Politica Nacional de Ciberseqguridad
Politica Nacional de Ciberdefensa
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TERRORIST USE OF
VIRTUAL CURRENCIES

Containing the Potential Threat

Zachary K. Goldman, Ellie Maruyama, Elizabeth Rosenberg,

Edoardo Saravalle, and Julia Solomon-Strauss

¥ CNAS

Celebrating 10 Years




Silk Road

p by Category

A ALL YOUR PERSONAL FILES HAS BEEN ENCRYPTED A

All your data (photos, documents, databases, etc) have been encrypted with a private and unique key generated for this
computer. This menas that you will not be able to access your files anymore until they are decrypted. The private key is
stored in our servers and the only way o receive your key to decrypt your files is making a payment.

The payment has to be done in Bitcoins to a unique address that we generated for you. Bitcoins are a virtual currency to
make online payments. If you don't know how to get Bitcoins, you can click the button "How to buy Bitcoins” below and follow
the instructions.

- When the provided time énds, the payment will increase to 1 Bitcoins ($350

aprox.). Also, if you don't pay in 7 days, your unigie key will be destroyed and you won't be able to recover your files
anymore.

Final destruction

6 days, 23:55:31

Payment raise

3 days, 23:55:31

To recover your files and unlock your computer, you must send 0.1 Bitcoins ($35 aprox.) to the next Bitcoin
dress:

19Qzykx4DgwHZ 9Yr TppBEadfqgHl1tV4 6CFF

Check payment  How to buy Bitcoins

For you to check that we truly have the keys saved and your files will be decrypted when you pay, we let you select ONE file
the will be decrypted for free. The key will be decrypted in the server.

Select file

fi If you try to remove this payment platform, your will never be able to decrypt your files and they will be lost forever fi

Ransom32 Lock Screen

messages 0 orders 0 | account B0.00
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A brand new look for Silk
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*** CIALIS----TADALAFIL 20
mg (60 pills) ***
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20g MDMA (Marquis tested) Vardenafil (Generic
Register mail LEVITRA 20mg): 200 pills
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250mg Xanax Alprazolam
powder
B4.78



Panorama de
criptomonedas

Diserio - Comunidad - Reqgulacién




Diferentes cualidades

Privada Anénimo Fungible Descent

X ? X v
X ? X v
v v v v




{Qué podemos hacer?

Excluir Integrar Diferenciar




Aproximaciones regulatorias

Japon, pionero
Europa
UAYA
Modelo “Uniform Law Commision”

Criterios claros
iQuién es requlado?
Excepciones claras
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{Qué podemos afirmar?

Puede ser usado como dinero
Registro PUBLICO y PERMANENTE
Ecosistema en desarrollo
Cooperacion sector publico - privado
Cooperacion internacional




Gracias...
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